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generic middleware which can be used for building applications in variety of
domains and further the limitations imposed are exposed. The issues like
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related to federated cloud services serving to the fast-developing technology are
highlighted. Along with that the use of context aware data management techniques
for efficient handling of federated cloud system are defined. An extensive and
comprehensive analysis of context-aware middleware is presented. For skilful data
management processes need of context aware application with self-adaptation
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1. Introduction

In this new era, emergence of all new technology is based on next generation connected devices. All
these connected devices include numerous sensors and actuators, wearable electronic gadgets, radio
frequency identification (RFID) tags and so many other devices. All this development rapidly fostering
the evolution of enormous applications in variety of domains such as healthcare, home automation,
transportation and logistics, traffic management, Industrial workflow management, manufacturing,
smart-city, smart-grid, smart-agriculture and so on and so forth [1]. Each next generation connected
device from all these domains acts as a data collection centre. As an overall scenario, numerous data
is generated from all these things [2]. To manage this data and all the related applications cloud
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computing is emerged. At present many cloud service providers are available, due to which users have
multiple choices for choosing the cloud service. However, in order to improve quality of service (QoS)
and related cost optimization, the concept of federated cloud services is triggered. Whereas, more and
more heterogeneous devices, technologies, and applications are getting connected in this ubiquitous
computing environment and generating new challenges, such as interoperability, security,
confidentiality, privacy, and energy-efficient operations for federated cloud system management [3].
For the efficient management of cloud computing, a software application, referred as the middleware
is designed and developed. The middleware can be designed to hide the details of the things from
applications while establishing communication between heterogeneous connected devices (things) by
filtering and processing the raw captured data, before disseminating it further towards the connected
applications, due to which, multiple common services [4] can be offered and development of backend
applications is easier. Middleware can also be designed to tackle often arising issues such as
heterogeneity, interoperability, security, and dependability [5]. Therefore, active ongoing research is
required for middleware development which will cater today’s necessities in terms of context
awareness, scalability, device management, data storage and management, privacy, and service
deployment. Designing of appropriate middleware solution in terms of the offered functionalities
which satisfy the needs of applications and the underlying utilised technologies is a significant
difficulty for application developers. Therefore, it is necessary to analyze the recent developments on
middleware architecture in order to solve the technical concerns, difficulties, and gaps that are present
in this field and recommend future improvements. The revolutionary development in the technology
sector generated enormous amount of data and competitive availability of many cloud services throws
up new challenges towards utilizing federated cloud storage systems. In the usual scenario cloud
provider’s services differs in the business model they offer which includes functional and non-
functional aspects of the services, location and effective cost. This makes cloud provider selection
process even more complex and the assortment of correct options for handling services in accordance
with the application requirement becomes a challenging task. Therefore, in order to serve better QoS
at optimal cost, appropriate designing of the middleware is utmost important.

However, manual management of the federated cloud storage is tedious since it involves assembly of
heterogeneous resources from multiple clouds and moreover their properties are quick evolving. To
handle this effectively, appropriate manual interventions in the form of continuous monitoring,
consistent planning is required. Due to this complex situation, manual decision-making process for
choosing a cloud provider and service that meets application requirements is complicated.

In the view of this, automation for such decision-making tasks can be a preferred choice through keen
consideration of on-going changes in the cloud performance and effective costing. This is referred as
adaptive middleware. However, adaptive decision making in case of federated cloud system can be
more difficult since it has to be adaptive according to the QoS demands across the application lifecycle.
Adaptive middleware can be designed by considering the functional or non-functional aspects and
even multi-criteria. Designing of prediction model and planner are two major perspectives of
middleware which significantly affects its performance. While featuring the adaptivity of the
middleware, application’s functional specifications (which are mainly resource details) and non-
functional requirements (which take in to account QoS attributes) may be considered. Application’s
functional specification includes compute nodes (Virtual Machines (VMs)) along with their attributes
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such as power of CPU, size of RAM, the storage size and the data transfer rate. In usual cases these
attributes are specified and less flexible, yet due to the availability of many resources, trade-off
possibility still exists. However, in case of non-functional requirements lot many variations are
flooding due to heterogeneity of user’s requirement and available resources. In the view of this
scenario, present review of the literature wherein research work is focused on QoS improvement of
the middleware when non-functional attributes are considered in designing of prediction model and
planner to build adaptive nature of the middleware.

The rest of the paper is organised as follows: Section 2 reviews the work related to middleware
frameworks and context aware middleware. Section 3 discusses the identified research gaps and the
overview of the developed middleware by providing brief insights about the middleware architecture
and strategy used for its framework. Section 4 describes the context-aware middleware system to
enable applications to adapt the changing contexts. Proposed the algorithm for precision-aware data
management in federated cloud environments. Sample policies are proposed to implement the system.
Section 5 presents the conclusion by highlighting the development of middleware frameworks from
generic to context-aware framework. Section 6 provides the future directions for formation of context-
aware middleware.

2. Background And Related Work

As per the requirements of the users, cloud computing serves in three primary segments. Software as
a Service (SaaS) [6] makes different applications and infrastructure available (such as Application
Program Interface (API)) for users at the initial stage. Platform as a Service (PaaS) makes platform
available for developing complex applications such as Google Engine [6]. At last Infrastructure as a
Service (laaS) facilitates infrastructure services and capabilities for constructing and deploying VMs
and storage facilities [7]. In order to cater variety of demands from the user’s side, different approaches
have been initiated for implementation of adaptive middleware [8]-[10]. Adaptive middleware
signifies the process wherein behaviour of the middleware can be modified at runtime. In the
meantime, emergence of numerous application domains, like cloud computing [11], 10T [12], [13],
sensor networks [14], e-Health [15], and substantial development in newer processing techniques such
as mining process [16], improved performance of model checkers, adaptation towards software
architecture concepts [17], evolution of novel programming languages [18], are throwing new
challenges towards development of adaptive middleware. However, designing of this kind of
middleware firstly involves dealing with 5W1H issues accompanying with self-adaptive software [19].

2.1 Middleware Frameworks:

Ever evolving diversity of the users (related to many fields) and equipment increases the data handling
complexity, due to which much more time and efforts are required for handling components like
device-specification or domain-specification, and adaptive features like context awareness and
uncertainty. For an instance, multiple intelligent systems must be able to determine situation based
contextual changes from unintended behavioural changes of user and deliver suitable facilities while
performing no explicitly separate operation, this lets us achieve extra with no significant efforts [20].
Along with the context-awareness property, situational context changes give rise to uncertainty,
managing this is also one of the important significant challenges while featuring adaptive middleware.
This is tricky since data aggregation from multiple systems on federated cloud platform cannot
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determine the diversity in the type and number of systems involved from consumers and cloud
providers.

2.2 Context Aware Middleware:

A middleware, CAMPH [21] is proposed which connects hardware infrastructure to context-aware
applications, notably ubiquitous homecare. This middleware provides context data gathering, storing,
reasoning, query processing, service organization, and discovery. Whereas, four logical layers namely,
physical space, context data management, service management, and application layers make up the
architecture.

ACoMS+ [22] enhances ACoMS [23] to manage sensing infrastructure efficiently and contextually.
It's core consists of a Context Source Manager (used for processing raw data and handling lower level
communication), an Application Context Subscription Manager (is used for subscribing interested
context by specifically mentioning information quality), and a Reconfiguration Manager (used to
reconfigure sensing devices for availing the provision of fault-tolerance in information). For providing
the ace of use of graphical notations for context information representation, Context Modelling
Language (CML) is set as the modelling method. Use of Context Modelling Language (CML) as a
modelling language leverages the graphical notations for contextual information representation
ACoMS+ uses HiICoRE [24] mining to enhance reconfiguration. HICORE's mined context-related rules
are used for wiser decisions. FIWARE [25] FP7 aims to boost EU competitiveness by providing a
cutting-edge infrastructure for service creation and delivery, high QoS, and security. This general
platform may be used in safety, logistics, environment, energy, transportation & mobility, and
agriculture. This public cloud-based platform has a comprehensive module library with many value-
added functionalities (referred as services). These Generic Enablers (GEs) provide service delivery,
cloud hosting, Internet of Things, support services, development tools, and network and device
interfaces for different chapters of this architecture. CA410T [26], is a middleware for sensing-as-a-
service. Instead of offering a comprehensive middleware solution for handling context data, it seems
that this middleware was just designed to address the specific problem of how to choose the more
appropriate sensors in accordance with the activities or difficulties to be handled. This middleware
carefully considers context abstraction, process, and dissemination; however, security and privacy are
lacking. Unlike previous middleware, present middleware may be used alone or can be integrated with
other frameworks to meet various paradigms' needs.

Compositional adaptation, ontology, and description logic/first-order logic reasoning is used in
CAMPUS [27] to automate context-aware adaptation choices. Automated run-time adaptation
judgments instead of predetermined adaptation procedures that only accept restricted contextual
changes in a dynamic setting is a huge breakthrough made possible via this attempt. CAMPUS is a
powerful middleware for developing context-aware application. Semantic-enhanced decision-making
allowed CAMPUS to make runtime context-aware adaption choices. However, security and
collaborative decision making across several CAMPUS middleware instances are referred as future
scope of this.

Juyoung et al. proposed CASF [28], a context-aware middleware. Authors found that many context-
aware middleware designs are lacking in service discovery and composition. To tackle this, semantic
web services, which enable automated service discovery and composition capability, is used as a base
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model for further development. For selective combination of context services, this idea splits context-
aware services and information and further integrates services with discovery and composition
capability. The concept adoption from semantic web services enabled automatic discovery and
integration of context information.

SeCoMan [29], which stands for Semantic Web-based Context Management, aims to provide a
privacy-preserving approach for creating smart apps which are also context aware. SeCoMan uses
ontologies to model entity description, analyze data to derive information, and construct context-aware
rules. SeCoMan is a tri-layered structure which includes layers as Application, Context Management,
and Plug-in. It contains selective location sharing feature due to which privacy protection is fulfilled.
Forkan et al. [30] introduced CoCaMAAL, a Cloud-oriented Context-Aware Middleware for Ambient
Assisted Living (AAL). AAL biological sensors lack processing capability to conduct crucial
monitoring and data-aggregation activities. For this reason, cloud computing is employed to fulfil
computational demands. This proposal is intended to provide a scalable, context-aware framework to
AAL for data collection and processing. CoCaMAAL uses Service-Oriented Architecture (SOA) to
manage and model raw context data and adaption, mapping context aware service, distributing service,
and to discover service. Big Data for Context-aware Monitoring (BDCaM) [31] is a context-
aware middleware architecture inspired by CoCaMAAL. BDCaM adds individualization in data
analysis to CoCaMAAL and proposes multistep learning for context-aware decision making. It learns
patient-specific abnormalities from data to obtain customised information. This new learning approach
of BDCaM is significantly influencing its functionality towards giving personalized solutions or
attention. On the other hand, due to this the security and privacy is compromised.

Few middleware(s) are cloud-based, implementable on many architectural styles, covers several
different application domains, commercialized and utilising various infrastructures. A group of
researchers proposed ABC (the Always Best Connected and best Served)) and S -based middleware
for parking application [32]. This architecture consists of three layer as sensor layer, communication
layer, and application layer. Amongst which application layer is responsible for taking cloud-based
services.

Some self-adaptive cloud services are proposed previously. A group of researchers proposed three
fuzzy algorithms for self-adaptive SaaS to avoid SLA (Service Level Agreement) breach in federated
cloud system. The advantages of the present algorithms include dealing with three crucial issues: first
QoS depends on low level metrics like uptime and downtime, second the service adaptation strategies
are designed to handle business and IT infrastructure layers including changing time and complex
computations, third, minimizing cost and influence of variations. Few researchers considered the
necessity of ontology which converts generic concept to a higher level and depending on this proposed
a context-based model CAMeOnto to provide mechanism for extending specific information using
5Ws principle (who, when, what, where and why). Some ontology-based context-aware modelling is
proposed by few researchers which uses the concept of Semantic Web of Things (SWoT) [33], [34]
and [35]. For the integration of heterogeneous smart objects for the monitoring and control of large-
scale systems, a distributed framework is developed relating to Industry Middleware [36]. The context
is modelled using key-value and ontology-based approaches, and the context is reasoned using rule-
based techniques. The middleware offers features including virtualization of object, wireless sensor
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and actuator network (WSAN) gateways, distributed control logic, dynamic spectrum management, a
SCADA gateway service, and data fusion transit capabilities.

Recently, Rafique et al. [37] proposed SCOPE, which is an autonomic middleware and used policy-
based architecture. The SCOPE, is self-adaptiveness data management system for federated clouds and
built using the standard Yahoo! Cloud Serving Benchmark (YCSB) [38] and the cassandra-stress tool.
Even though it does not take in to account context awareness, the evaluation-based demonstration of
the proposed middleware is presented highlighting the achievements as follows. Run-time dynamicity
is accounted while managing data and corresponding SLAs are preserved. Independent of external
interventions self-adaptivity is attainable. During this performance the acceptable performance
overhead is also claimed. The various cloud trust model, middleware systems and algorithms has been
proposed implemented to enhance user experience and cloud storage efficiency [39]-[44].

3. Research Gaps Identified

After extensive literature review as above of data management for federated cloud environment the
following research gaps are identified:

. Multidisciplinary Data:

Heterogeneous data are generated from multiple sources and in multiple forms. Challenging to manage
run time data getting generated from varied sources under single platform.

o Vendor Lock-in:

Data storage and accessibility feature varies from each service provider. It is now the user's
responsibility to adapt the various interfaces and models whenever cloud user switch service providers
to host their applications in the cloud. The adjustments that user expect in their service while switching
to another provider would be complicated and chaotic due to the agreement with the specific service
provider.

. Interoperability Issue:

Changing the cloud service provider with maintaining the service level agreement without affecting
the any violations is difficult. Moreover, the norms and regulations of digital data handling differ
across different countries. Perceiving all the directions in order to give and consume services in the
global environment is a difficult.

. Disparity of Services:

Currently, the data being generated is often either interdisciplinary or multi-sensing in nature. Dynamic
data that is generated is often saved on cloud platforms for convenient retrieval as needed. Cloud
computing services are utilised to get proactive notifications. From the user's viewpoint, finding an
appropriate cloud service provider for efficient storage and computing services may be highly tough.
Users often lack knowledge about the best accessible solutions in terms of pricing, scalability,
trustworthiness, and flexibility [44].

Middleware adaptation, in usual scenario is motivated by the continuous variations in application’s
requirement, changes in surrounding conditions and bugs identified during functioning. Thus,
eventually to serve users in better manner, middleware is needed to be improved for extending its
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functionality and performance. The enforcement of the adaptation must be determined by middleware
designers, as well as when it is possible to do so. Additionally, it's important to decide whether adaptive
efforts should be taken in response to undesirable behaviours or proactively to prevent them. For
instance, the network should adapt if it gets overloaded, by forcing data compression (reactive).

Alternately, the adaptation process might occur when the mechanism of adaption notices that a
middleware component's performance bottleneck can occur imminently (proactive). Identifying the
areas where change is needed is a crucial component in designing an adaptive middleware. The
middleware developer in this situation must decide if the adaptation must be made to a sole feature, a
layer of middleware, or the entire architecture. The What problem, which is closely connected to the
Where problem, calls for the definition of which artefacts or qualities must be altered when an
adaptation is required. For instance, the modification might be as easy as replacing an algorithm or as
complicated as adding or removing a middleware architectural component. Determining how the
adaptation may be carried out and implemented is crucial. In general, adaption in the middleware is
driven by the application’s requirements and infrastructure conditions. Followed by this, adaption
process must be critically designed by remembering the fact that during the adaptation process
middleware itself can get affected and so the applications built atop it. For this, the current state of the
application should also be taken in to account. In essence, formulation of adaptation framework or
mechanism is critically important for the safer and performative acquisition of the adaptation. While,
handling federated cloud management necessitates dealing with lack of standardization and imminent
complexity during implementation. Adaptability of the middleware can be static or dynamic.

Table 1: Provides the overview of the developed middleware, provides brief insights about the
middleware architecture and strategy used for its framework

. Context Context Context . Service -
Middleware | Year abstraction/Modelling reasoning awareness Interoperability discovery Adaptability
CAMPH [21] | 2009 Key-value Rule Mlee(\j/'eulm x \ x
ACoMS+ . Medium
022] 2010 Graphical Rule level x \ x
IEZI;/;/ARE 2011 Ontology Ontology Semantic \/ \ x

Ontology and .
CA4I0T [26] |2012 Ontology e Semantic \ \ x

statistical
;’;‘]'\APUS 2013 Ontology Ontology Semantic \ \ Run time
CASF [28] 2013 Ontology Ontology Semantic N N X
SeCoMan 2014 Ontology Ontology and | Location J N N
[29] rule aware
CoCaMAAL . Self-
[30] 2014 Ontology Ontology Semantic \ \ adaptation
BDCaM [31] |2015 Ontology Ontology Semantic N N x
Industry
middleware |2015| Key-value, Ontology Rule-based Semantic \ \ X
[36]
[Sl,zl]\/ISON 2016 Ontology Policy-based | Semantic \ \ Run time
7
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Cooperative Rule-based
middleware | 2017 Ontology ' Semantic X \ Dynamic
Ontology
[42]
MidSHM - - Not .
[40] 2018 Not specified Not specified specified Y \ Run time
Policy-based
- (without Not Self-
SCOPE[37] | 2019 Not specified Context specified 8 v adaptation
consideration)

Though, deployment of optimized dynamic methods is expected to produce better and higher
adaptability, but it is hard to achieve in real-time. In contrast to flexibility, adaptability provides
durability against consistent changes in requirement of the applications (from both user and owner of
application). The process of changing structure or operation of an organization to increase its suitability
in environment is referred as static adaptation. It makes adaptation of any service, application or system
easier. For static adaptation some patterns are figured out previously to proactively handle context
change. Because of this it is inefficient to handle dynamicity of object context. Whereas, self-
adaptation addresses the issue of dynamic changes. Middleware framework in such cases need to be
robust and flexible to increase the degree of autonomy. Autonomy refers to the adaptability of the
system for changes occurred without any external interventions. Robustness is the system’s ability to
continue its services in the failure events and continue adaptation towards changes in the environment.
To build an adaptation feature of middleware these things should be taken in to account, while the
transparency should also get maintained for the user.

4, Proposed System

To bridge the above research gaps following system is proposed. In the progression of framing the
adaptive feature in the middleware, one of the important aspects is to analyze and confirm federated
data centric parameters for data aggregation in cloud environment. Listing out few data centric
parameters includes performance, cost availability, resource discovery, response time, resource
optimization and most importantly context awareness.

Context-aware Adaptive Middleware

Context Delivery

Cloud Services ContextBase

e
({; .
3 Context Producers
i | [E5]
EEE - E g

m /) £ % =, O
i0s,, Mot [Ele

Smart Technified Healthcare Fintech
Homes Industries Equipment Companies

Context
Processor Context Ontology

Reasoner Rule-base

Registration

A

N

Figure 1: Proposed methodology for development of applications based on Context-aware adaptive
middleware.

In essence, context-aware middleware is designed to enable applications to adapt to changing contexts,
such as changes in network conditions, device capabilities, user preferences, and environmental
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factors, among others. Many different strategies can be employed to develop context-aware adaptive
middleware and based on which numerous applications can be developed. Figure 1 elaborates overall
usages of context-aware middleware. Several key components are involved in the working of context-
aware middleware. It shows that large amount of data is collected from context producers such as smart
homes, technified industries, healthcare equipment, and fintech companies. This data can include
location, time, device type, network bandwidth, and other relevant information. The context delivery
mechanism is responsible for transmitting the processed context data to the relevant components of
the middleware, such as the context reasoner and rule-based system. It may use different
communication protocols and formats depending on the context-aware application's requirements. It
can also handle context updates and notifications. Context processor is responsible for collecting,
interpreting, and transforming context data into a format that can be used by other components in the
middleware. It gathers data from various sources, such as sensors, databases, and user input. The
context reasoner is responsible for interpreting the context data and making decisions about how the
middleware should behave based on the application’s logic and rules. It may use a variety of techniques,
including machine learning, rule-based systems, and fuzzy logic, to make informed decisions based on
the context data.

Context ontology component defines a shared vocabulary and a set of concepts that are used to describe
the context information. It provides a standardized way for different components to understand and
interpret context data. Finally, the context rule-based system is responsible for enforcing the
application’s rules and policies based on the context data and the decisions made by the context
reasoner. These rules can be defined by system administrators or end-users and can be used to trigger
certain behaviours or actions. It may use a variety of techniques, including rule engines, expert
systems, and constraint solvers, to ensure that the application behaves appropriately in different
contexts. All together, these components form a powerful framework for building context-aware
middleware that can adapt to changing environments and provide more personalized experiences for
users. By incorporating context-awareness into software systems more intelligent, responsive, and
efficient applications can be created that will efficiently meet the needs of users. Proposed the
precision-aware data management algorithm for federated cloud environment considering the
multidisciplinary data being generated from heterogenous sources. Federated cloud environments
involve multiple cloud providers and data centers, and managing data in such environments can be
challenging. In a precision-aware data management algorithm, the focus is on optimizing data
placement and movement to improve performance and minimize costs, while taking into account the
precision requirements of different applications.

The proposed algorithm for precision-aware data management in federated cloud environments will
consist of following steps:

Step 1: Identify precision requirements.
Step 2: Determine data placement.
Step 3: Monitor data usage.

Step 4: Optimize data movement.

Step 5: Evaluate cost
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The sample policies are proposed to implement the system. Policies that will act as intelligent based
on data sets. So, adaptation of policies will be based on real time data sets.

Policy 1:
rule "Dealing in Public data"
when

dsSelector : SmartHome (type= "PublicData")
then

dsSelector.setConfidentiality(false);
dsSelector.readPreference("public");
dsSelector.writePreference(*'private™);
dsSelector.storagePreference("public™);
end
Policy 2:
rule "Dealing smart home authorized data with low VVolume"
when

dsSelector:SmartHome(type= "SmartHomeAuthorizedData", volume= "low")

then
dsSelector.setConfidentiality(true);
dsSelector.readPreference("private");
dsSelector.writePreference("'private™);
dsSelector.storagePreference("private™);
end

To design context-aware middleware, three common techniques are proved quite helpful. First,
contextual information is acquired, processed, interacted, and utilized by each application in a unique
way. Second, some libraries and toolkits aimed at obtaining and processing contextual information
may be supplemented and utilized again for developing context-aware application. Third, context
aware application is built on the platform wherein context management is enabled. Since the third
approach minimizes the efforts and complexity in development of context aware applications, it
outperforms other two approaches. Taking this in to account, context aware middleware poses its
strong candidature for building context aware applications.

However, adaptation in the middleware can take place in nearly four ways: First, without any external
intervention, application autonomically adapts itself, second, overseen adaptation, wherein the
adaptation process transparency is maintained by the platform for application, third, Structural
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adaptation, wherein program structure is changing, and fourth, Behavioural adaptation may be referred
as functional adaptation which signify the behavioural changes in the program.

5.  Future Directions For Formation Of Context-Aware Middleware

The context-aware middleware ideas are proliferated in recent years. However, in reality, degree of
context awareness needs much more exploration for performance improvement. According to all
available context information, the intended awareness implies that middleware might accurately grasp
any change in the present environment. Most existing approaches for context-aware middleware only
achieve a very basic degree of cognition and knowledge of their underlying environment. However,
after careful consideration of the literature, following few influencing parameters, can be considered
for improvement of the context-aware middleware performance. Traditional middleware, which serves
as a software layer, is typically described as the metaphor of a black box, wherein hardware
heterogeneity is masked and ease is provided for application development. Therefore, in order to differ,
context-aware middleware should include basic context management, like modelling and processing
of contextual information. Owing to this, developers can focus on the designing the more appropriate
functionality and business logic of the application without concerning about the context management.

6. Conclusion

In this article, the development of middleware frameworks from generic to context-aware framework
was discussed. Three popular methods for creating context-aware middleware were discussed.
Alongside, four distinct approaches to implementing adaptive middleware are outlined. The
middleware's adaptability feature is explicitly emphasized. First, a history is provided to outline the
importance and details of the middleware's adaptability. Curiously, the middleware's characteristics
for static and self-adaptive adaptation are also detailed.

The review of the literature began with a description of several generic middleware that may be used
to create applications in a variety of domains, and it continued by highlighting the limitations imposed.
The issues like multidisciplinary data, vendor lock-in, disparity of service and interoperability related
federated cloud services serving to the fast-developing technology are highlighted and in line with that,
use of context aware data management techniques for efficient handling of federated cloud system are
described. It presents a thorough and comprehensive overview of the available context-aware
middleware. Especially in response to dynamic conditions in federated cloud systems, skilful data
management procedures explain the necessity for context-aware applications with self-adaptation
capabilities.
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